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Art Unit: 2188 

Status of Claims 

1. Claims 1-10 and 12-18 are pending in the Application. 
Claims 1, 9, 10, 12, 17, and 18 have been amended. 
Claims 11 and 19 are cancelled. 

Claims 1-3 and 5-10, and 12-18 are rejected. 
Claim 4 is objected to. 

Response to Amendment 

2. Applicant's amendments and arguments filed on 12 July 2007 in response to the 
office action mailed on 16 April 2007 have been fully considered, but they are rendered 
moot in view in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-3, 5, 8-10, 12, 15-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kobayashi (US Patent 5, 378,887) and in further view of Masaki et al. 
(US PG Publication 2002/0188852 Al), hereinafter Masaki. 

As for claims 1, 9 and 1Q Kobayashi teaches an information processing 
apparatus (Fig. 5, element 30), (method and medium) having embedded therein a 
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separate information recording medium (Fig. 5, elements 32, 36, 38 and 40), the 

information processing apparatus comprising: 

communicating means for communicating data with said information 
recording medium (Fig. 5, element 32) that is independent of said communication 
means of the information processing apparatus (referring to Fig. 5, the data path 
connecting elements 32 to 34 and 34 to 36 (not labeled) comprise the 
communication means; the memory may be accessed (i.e. read) by the memory 
control section via the read area deciding section - col. 7, line 62 through col. 8, 
line 11); 

detecting means for detecting any access to said information recording 
medium (Fig. 5, element 36 - the memory control section controls access to and 
from the memory, therefore it is capable of detecting when the memory is being 
accessed - col. 7, line 63 through col. 8, line 11); 

determining means for determining whether a result of detection by. said 
detecting means indicates internal access by said communicating means of the 
information processing apparatus or external access from an external apparatus 
external to the information processing apparatus (access can occur from a write 
operation via the external device (referring to Fig. 5, the external device 
communicates with the IC card via the non contact terminal (40), to the 
modulating and demodulating section (38), to the memory control section (36) 
col. 7, line 63 through col. 8, line 17). Additionally, the access could be simply 
result from reading the memory via the read area deciding section - col. 7, line 63 
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through col. 8, line 11). Note the memory control section is capable of making a 
determination of where the access is coming from - more specifically, the read 
area deciding section is used to decide which area of the memory 32 should be 
accessed. In order for the system to function properly, the read area deciding 
section must compare the numbers recorded in each respective area in of the 
memory (either 321 or 322), and make a determination based on this information 
which area should be selected. This information is then sent to the memory 
control section - col. 8, lines 63 through col. 9, line 7. Kobayashi clearly sets 
forth the read area deciding section as accessing the memory sections to make 
this determination (to compare the numbers read from each respective section), 
therefore he does teach an "internal access" (i.e. accessing includes both writing 
to, and reading from, a memory). Kobayashi's memory control section clearly 
can determine if the memory access occurs from the external apparatus (the 
thrust of the invention is directed to preventing and allowing re-access from the 
external source), and clearly it can determine the occurrence of an internal 
access (i.e. the data coming from the read area deciding section is a result of 
internal access once it receives the critical information on the memory areas); 
and 

access controlling means for controlling the external access from said 
external apparatus when said determining means determines that the result of 
detection by said detecting means indicates the external access from said 
external apparatus (col. 2, line 64 through col. 3, line 1 1 - the system will 
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generate an inhibition signal to control access to the memory via the external 
device for a predetermined time. The control means can decide weather or not 
to permit access from the external device to the main circuit based on 
frequencies of access, by uses the information provided by the inhibition signal) - 
the memory control section can clearly control access to the memory from the 
external apparatus via the re-access circuitry, Kobayashi clearly teaches 
controlling the external access when it is determined that the access has 
occurred from the external apparatus (i.e. access cannot be controlled unless the 
external apparatus is first determined be accessing the memory). Additionally 
note, Kobayashi's system does not allow for the data read out of the memory 
areas to be written back to the memory (rather it is used as metadata to help 
control the data from the external apparatus), hence Kobayashi is controlling 
access from the external apparatus via the aid of the data which was accessed 
internally). 

Though Kobayashi explicitly teaches an information recording medium (Fig, 5, 
element 32), and a memory, a control unit, and an antenna (Fig. 5, elements 321/322, 
36, 38 and 40 respectively), he fails to specifically teach the information recording 
medium as comprising each of these elements. 

Masaki however teaches an illegal access monitoring device which integrates 
multiple elements (i.e. memory, monitoring circuits, memory managers) unto a single 
integrated circuit card (Fig. 2, element 101) - paragraph 0080, all lines. 
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As for claims 12, 17 and 18, Kobayashi teaches an information processing 
apparatus (method, medium and program) having embedded therein a separate 
information recording medium, comprising: 

communicating means for communicating data with said information 
recording medium (Fig. 5, element 32) that is independent of said communication 
means of the information processing apparatus (referring to Fig. 5, the data path 
connecting elements 32 to 34 and 34 to 36 comprise the communication means; 
the memory may be accessed (i.e. read) by the memory control section via the 
read area deciding section - col. 7, line 62 through col, 8, line 11); 

detecting means for detecting access to said information recording 
medium (Fig. 5, element 36 - the memory control section controls access to and 
from the memory, therefore it is capable of detecting when the memory is being 
accessed - col. 7, line 63 through col. 8, line 11); 

determining means for determining whether a result of detection by said 
detecting means indicates internal access by said communicating means of the 
information processing apparatus or external access from an external apparatus 
(access can occur from a write operation via the external device (referring to Fig. 
5, the external device communicates with the IC card via the non contact terminal 
(40), to the modulating and demodulating section (38), to the memory control 
section (36) - col. 7, line 63 through col. 8, line 17). Additionally, the access 
could be simply result from reading the memory via the read area deciding 
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section - col. 7, line 63 through col. 8, line 11). Note the memory control section 
is capable of making a determination of where the access is coming from; and 

informing means for, when said determining means determines that the 
result of detection by said detecting means indicates the external access from 
said external apparatus, notifying a user of the external access (once the circuit 
completes operation based on the access from the external device, an operation 
inhibition signal is generated to notify the system that a recent access has 
occurred, and the no additional access is to occur until the predetermined time 
elapses - col. 2, line 64 through col. 3, line 11). 

Please refer to claim 1 for further explanation of Kobayshi's teachings with 
respect to these claim limitations. 

Though Kobayashi explicitly teaches an information recording medium (Fig. 5, 
element 32), and a memory, a control unit, and an antenna (Fig. 5, elements 321/322, 
36, 38 and 40 respectively), he fails to specifically teach the information recording 
medium as comprising each of these elements. 

Masaki however teaches an illegal access monitoring device which integrates 
multiple elements (i.e. memory, monitoring circuits, memory managers) unto a single 
integrated circuit card (Fig. 2, element 101) - paragraph 0080, all lines. 

As for claims 2 and 15, though Kobayashi teaches detecting access to his 
information processing apparatus, he fails to teach recording the internal or external 
access information as history information on a recording medium. 
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Masaki however teaches an illegal access monitoring device for an IC card, 
which is used to monitor access to the IC card (paragraph 0037, all lines). Note Masaki 
specifically refers to storing access information in the IC card (paragraph 0112. all 
lines). 

As for claim 3, Kobayashi's system is designed such that the access controlling 
means refers to the inhibition signal, rather than stored access history information in 
order to control external access from the external device. Again Masaki teaches 
monitoring access to the card, and storing access information in said card, which may 
be referred to a later time to determine if access should be granted or denied based on 
the stored access information (see the rejection of claim 2 above). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention for Kobayashi to further include Masaki's illegal access monitoring device for 
an IC card to his own non-contact IC card. By doing so, Kobayashi would benefit by 
increasing the security and integrity of data stored within the card by preventing 
unauthorized access to the memory, and further mitigating the threat of reverse 
engineering as taught by Masaki in paragraph 0036, all lines. 

As for claim 5, Kobayashi teaches informing means for, when said determining 
means determines that the result of detection by said detecting means indicates the 
external access from said external apparatus, notifying the user of the external access 
(once the circuit completes operation based on the access from the external device, an 
operation inhibition signal is generated to notify the system that a recent access has 
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occurred, and the no additional access is to occur until the predetermined time elapses 
- col. 2, line 64 through col. 3, line 11). 

As for claims 8 and 16, Kobayashi teaches the information recording medium as 
being a non contact type IC (Kobayashi's invention is directed towards controlling a non 
contact type IC card (see abstract)). 

4. Claims 6, 7, 13 and 14 are rejected under 35 U.S.C, 103(a) as being 
unpatentable over the combined teachings of Kobayashi (US Patent 5, 378,887) and 
Masaki (US PG Publication 2002/0188852 A1) as applied to claims 5 and 9 above, and 
in further view of Hinker et al. (US Patent 6,351 ,845 B1), hereinafter Hinker. 

As for claims 6, 7, 13 and 14, though the combined teachings of Kobayashi and 
Masaki disclose notifying external access to the memory, they fail to teach notifying the 
user of the system via a warning display, sound, light, or vibration. They further fail to 
teach changing the informing method based on access source as claimed by Applicant. 

Hinker however teaches an apparatus for analyzing memory use in which the 
system visually notifies a user when particular types of memory access are occurring 
within the system (see abstract). More specifically, Hinker teaches the use of different 
colors to designate the specific type of memory access (i.e. red for a read operation, 
and green for a write operation) - col. 8, lines 33-35. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention for the combined teachings of Kobayashi and Masaki to further include 
Hinker's apparatus for analyzing memory use to his own non-contact IC card. By doing 
they would benefit by having a means of visually informing the user of his card as to 
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how frequently the memory is being accessed, and which access type is taking place. 
This in turn will help the user understand data dependencies within the memory as 
taught by Hinker in col. 3, lines 4-9. This information, can in turn help a user to 
understand how the memory is being accessed, in order to help reduce the number of 
accesses, hence Improving the memory's efficiency as taught by Hinker in col. 1 , line 
20-32. 

Note that since Kobayashi's system uses the read area deciding section (Fig. 5, 
element 34) to read data from the memory, and utilizes a path from elements 40, 38, 36 
(Fig. 5) to access the memory (32) from the external device, a read and write operation 
would come from a different source, just as claimed by Applicant. 

Allowable Subject Matter 

5. Claim 4 is objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. 

6. The following is a statement of reasons for the indication of allowable subject 
matter: 

Though Kobayashi in view of Masaki disclose all of the limitations of claim 
3, they fail to further teach when the history information corresponding to said 
external apparatus is not retrieved, displaying a selection screen for allowing 
selection of permission or denial of the external access, wherein the recording 
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means records the history information on a basis of an operation of the selection 
screen by a user as recited by Applicant in this claim. 

Response to Arguments 

7. Applicant's arguments with respect to claim 1-3, 5-10 and 12-18 have been 
considered but are moot in view of the new ground(s) of rejection. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Tamai et al. (US Patent 7,031,946 B1) teach an information 'recording 
medium, noncontact IC tag, access device, access system, and method. 

9. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

10. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

11. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Craig E. Walter whose telephone number is (571) 272- 
8154. The examiner can normally be reached on 8:30a - 5:00p M-F. 

12. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hyung S. Sough can be reached on (571) 272-6799. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

13. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomriation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information, 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-^gp. 
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